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ELLEN S. AGRESS

SENIOR VICE PRESIDENT
. DEPUTY GENERAL COUNSEL

March 10, 2010

~ Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202

RE:lNOTICE OF SECURITY BREACH

Pleése accept this letter on behalf of Fox Entertainment Group (the “Company”), in compliance
with Md. Code Ann., Com. Law Section 14-3504(h), as notification of a data security breach that
may have compromised the personal information of one Maryland resident.

JPMorgan Chase Bank administers several employee benefit plans for the Companies, including
monthly pension benefit payments. JPMorgan recently brought to our attention that an email
sént by one of their employees to another client inadvertantly included the wrong attachment.
The attachment contained personal information about the Maryland resident, including her name,
Social Security'Nur'nber, home address, gross monthly pension benefit amount and deductions
withheld. JPMorgan informed us that when the other client received the email, he immediately
realized it had been sent in error, deleted the email and all associated information, and informed
JPMorgan. We have no information to suggest that personal information of the Maryland
resident was disseminated to any other third party or was misused in any way. .

JPMorgan has also informed us that this isolated event was the result of failure to follow
appropriate control procedures and that additional checks have been implemented to reduce the
risk of it happening again.

" Endlosed please find a copy of the notification letter that is béing mailed to the affected
individual.

Please feel free to call me if you have any questions.

Sincerely,

Ellen S. Agress

Encl.



RE: Fox Pension Plan

Dear Fox Pension Plan Participant:

JPMorgan Chase Bank administers several Company employee benefit plans, including your
monthly pension benefit payments. JPMorgan recently brought to the Company’s attention that
an email sent by one of their employees to another client inadvertently included the wrong
attachment. The attachment contained personal information about you and some Company
pensioners, including your name, Social Security Number, home address, gross monthly pension
benefit amount and deductions withheld. JPMorgan informed us that when the other client
received the email, he immediately realized it had been sent in error, deleted the email and all
associated information, and informed JPMorgan. JPMorgan has informed us that the recipent
was a plan administrator at another client with confidentiality obligations to JPMorgan. We have
no information to suggest that your personal information was disseminated to any other third
party or was misused in any way. We believe the risk associated with this incident is low.
However, we are of course obligated to alert you and we apologize for any inconvenience it may
cause.

JPMorgan has also informed us that this isolated event was the result of failure to follow
appropriate control procedures and that additional checks have been implemented to reduce the
risk of it happening again.

If you have any questions, please contact Michele Lee, Vice President International Benefits and
~ Domestic Retirement Employee Benefits, at 1-888-369-0101 or Michele.Lee@fox.com.



- Affected

Additional Notice Information

| Marylahd You can obtain information from the following source about‘stepé you can

Residents take to avoid identity theft:

The Office of the Maryland Attorney General

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1 (888) 743-0023

http://www.oag.state.md.us/contact.htm

The Federal Trade Commissions

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW

Washington, DC 20580 http://www.ftc.gov/bcp/menus/business/data.shtm
Massachusetts | Massachusetts law allows consumers to place a security freeze on their credit
Residents reports. A security freeze prohibits a credit reporting agency from releasing any

information from a consumer’s credit report without written authorization.
However, please be aware that placing a security freeze on your credit report may
delay, interfere with, or prevent the timely approval of any requests you make for
new loans, credit mortgages, employment, housing or other services. If you have
been a victim of identity theft, and you provide the credit reporting agency with a
valid police report, it cannot charge you to place, lift or remove a security freeze.
In all other cases, a credit reporting agency may charge you up to $5.00 each to
place, temporarily lift, or permanently remove a security freeze.

To place a security freeze on your credit report, you must send a written request to
each of the three major consumer reporting agencies: Equifax

(www .equifax.com); Experian (www.experian.com); and TransUnion

(www transunion.com) by regular, certified or overnight mail at the addresses
below:

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348

_| Experian Security Freeze

P.O. Box 9554
Allen, TX 75013

Trans Union Security Freeze

Fraud Victim Assistance Department
P.O. Box 6790

Fullerton, CA 92834

(cont’d on next page)




In order to request a security freeze, you will need to provide the following
information:

(1) Your full name (including middle initial as well as Jr., Sr., II, ITI, etc.);

(2) Social Security Number;

(3) Date of birth;

(4) If you have moved in the past five (5) years, provide the addresses where
you have lived over the prior five years;

(5) Proof of current address such as a current utility bill or telephone bill;

(6) A legible photocopy of a government issued identification card (state
driver’s license or ID card, military identification, etc.)

(7) If you are a victim of identity theft, include a copy of either the police
report, investigative report, or complaint to a law enforcement agency
concerning identity theft;

(8) If you are not a victim of identity theft, include payment by check,
money order, or credit card (Visa, MasterCard, American Express or
Discover only). Do not send cash through the mail.

The credit reporting agencies have three (3) business days after receiving your
request to place a security freeze on your credit report. The credit bureaus must
also send written confirmation to you within five (5) business days and provide
you with a unique personal identification number (PIN) or password, or both that
can be used by you to authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to
your credit report, you must call or send a written request to the credit reporting
agencies by mail and include proper identification (name, address, and social
security number) and the PIN number or password provided to you when you
placed the security freeze as well as the identities of those entities or individuals
you would like to receive your credit report or the specific period of time you
want the credit report available. The credit reporting agencies have three (3)
business days after receiving your request to lift the security freeze for those
identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three
credit bureaus by mail and include proper identification (name, address, and social
security number) and the PIN number or password provided to you when you
placed the security freeze. The credit bureaus have three (3) business days after
receiving your request to remove the security freeze.

Under Massachusetts law, you have the right to obtain any police report filed in

| regard to this incident. If you are the victim of identity theft, you also have the

right to file a police report and obtain a copy of the report that you file.




