UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES
____________________________________
)
In the Matter of
)
PUBLIC
)
LabMD, Inc.,
)
Docket No. 9357
a corporation,
)
Respondent.
)
)
___________________________________ )
RESPONDENT’S MOTION FOR SANCTIONS
Pursuant to Commission Rule 16 C.F.R. § 3.42(c) (2014), and in response to Complaint
Counsel’s Motion for Leave to Issue Subpoenas for Rebuttal Evidence (July 8, 2014)
(“Complaint Counsel’s Motion”), Respondent LabMD, Inc. (“LabMD”) hereby moves for
sanctions against the Federal Trade Commission (“FTC”), including dismissal of this case with
prejudice and an award of LabMD’s reasonable attorneys’ fees and costs.
This Court rejected Complaint Counsel’s first effort to remediate Tiversa, Inc.’s
(“Tiversa”) false testimony. Tr. at 1228-30 (June 12, 2014); see also Respondent LabMD, Inc.’s
Opposition to Motion for Leave to Issue Subpoenas for Rebuttal Evidence, at 4 (July 18, 2014)
(“Respondent’s Opposition”). This Court also rejected Complaint Counsel’s second attempt,
made after the government had rested, during a stay, in the face of requested FTC Inspector
General review and in the midst of an unprecedented Congressional investigation of both FTC
and Tiversa. See Order Denying Complaint Counsel’s Motion for Leave to Issue Subpoenas for
Rebuttal Evidence (July 23, 2014) (“Order”); see generally Resp’t’s Opp’n.1 Complaint
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OGR recently advised FTC that its investigation reveals “doubt on the reliability of the
information that Tiversa supplied to the FTC.” Letter from Darrell Issa, Chairman, OGR, to
Hon. Edith Ramirez, Chairwoman, FTC, at 1 (July 18, 2014) (Ex. 1). Requesting additional
information about the relationship between Tiversa and FTC, OGR expressed “concern[] that the
FTC appears to have acted on information provided by Tiversa without verifying it in any
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Counsel’s requested “rebuttal” discovery was apparently aimed to impeach Richard Wallace, the
Tiversa employee who “found” the 1718 File, created CX-19, and appears on the FTC’s witness
list but who has yet to testify, and to rehabilitate Tiversa CEO Robert Boback, who has testified
inconsistently in this case. See, e.g., RX-542 (proposed exhibit) (Letter from Rep. Darrell Issa,
Chairman, U.S. House of Representatives, Comm. on Oversight & Gov’t Reform (“OGR”), to
FTC (June 11, 2014)). This Court denied that request, noting that that there was no “good cause
to reopen discovery, at this late stage of proceedings.” Order at 2. Undeterred, last week in an
end-around ploy to circumvent the Court’s Order, Complaint Counsel made a third attempt to
remediate the prior false testimony by submitting “supplemental” initial disclosures, almost a
year after the “preliminary” initial disclosures were submitted, after discovery closed, and even
after Complaint Counsel rested its case. Letter from Maggie Lassack, Complaint Counsel, FTC,
to William A. Sherman, Counsel for Respondent (July 28, 2014); see Harriman v. Hancock
Cnty., 627 F.3d 22, 28 (1st Cir. 2010) (affirming the district court’s decision to preclude
affidavits based on supplemental initial disclosures when the “justification for the late disclosure
[was] nonexistent”).
Additionally, Complaint Counsel’s Motion demonstrates why the government should be
sanctioned here. Complaint Counsel’s demand for “rebuttal evidence” supports LabMD’s
argument in its Motion to Admit RX-542 (June 16, 2014) that this case is based on a crime (the
theft of the 1718 File from a LabMD workstation in Atlanta, Georgia in violation of state
meaningful way.” Id. Relying almost exclusively on the uncorroborated information supplied
by Tiversa, the government claimed that it needed “rebuttal” discovery to “prove” the origin and
chain of custody of the seminal 1718 File. This is a further reflection of FTC’s culture of
arrogance and yet another demonstration that institutional controls are lacking. Accord, e.g.,
LabMD v. FTC, No. 1:14-cv-810, Hr’g Tr. at 77, 80-81 (N.D. Ga. May 9, 2014) (Court
exclaiming “holy cow” in response to FTC’s failure to prove chain of custody with respect to
Day Sheets, and “Boy, that’s a sad comment on your agency” in response to FTC’s failure to
interview the people who had the Day Sheets); Order at 2 n.1.
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computer law, O.C.G.A. §§ 16-9-93(a)-(c)), and a lie (Boback’s testimony that the 1718 File was
“found” at various IP addresses specified in CX-19). It also demonstrates that FTC never
independently verified the origin of or chain of custody for the 1718 File, the seminal basis for
FTC’s investigation and prosecution of this case. See Complaint Counsel’s Mot. at 4.
A shoddy pre-complaint investigation does not necessarily undermine the integrity of the
adjudicative process in such a way that sanctions should always follow, though the law
authorizes punishing agencies for such conduct. See 28 U.S.C. § 2412(d)(1)(A) (2012)
(awarding fees and expenses to a prevailing party when the government’s position was not
substantially justified); see also United States v. Estridge, 797 F.2d 1454, 1457-60 (8th Cir.
1986) (affirming lower court’s award of attorneys’ fees for agency’s lack of diligent
investigation and error in giving “unwarranted credence to obviously biased witnesses”); First
Interstate Bank v. Purewell Inv., No. 94-15821, 1996 U.S. App. LEXIS 2234, at *10-11 (9th Cir.
Jan. 26, 1996) (awarding fees because the agency failed to conduct even a “minimal
investigation”). And FTC’s investigation of LabMD was certainly shoddy. 2 Tr. at 371-72 (May
21, 2014); LabMD v. FTC, No. 1:14-cv-810, Hr’g Tr. at 77 (N.D. Ga. May 9, 2014)
(admonishing FTC for failing to interview key witnesses). But sanctions are called for here
2

FTC had a clear and well-established obligation to investigate LabMD’s claim that the 1718
File had been stolen. For example, in ruling against the IRS, the D.C. Circuit said:
First, Baker complained about disadvantageous treatment in comparison to
identically situated taxpayers, persons working at the same place for the same
employer and required to live, as he was, in housing provided near the workplace
by, and for the benefit of, the employer. Second, Baker’s allegations suggest that
the officials handling his case had turned a totally deaf ear to his pro se pleas that
he had been singled out to run an obstacle course for no apparent reason. Not
even a minimal effort was made, we must assume at this stage, to determine,
before Baker engaged counsel, whether the merits of his case were any different
from the merits of his co-workers’ cases, and whether the IRS officers in
Cleveland were acting in accord with the Commissioner’s position as it had
evolved by the fall of 1983.
See Baker v. Commissioner, 787 F.2d 637, 644 (D.C. Cir. 1986) (citation omitted).
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because FTC’s secretive relationship with Tiversa and the Privacy Institute, and its failure to do
anything to authenticate or have a chain of custody for the 1718 File before commencing this
case, are unduly and dangerously corrosive to the most fundamental principles of administrative
process integrity. See Ex. 1 at 1, 3 (expressing OGR’s “serious reservations about the FTC’s
reliance on Tiversa as a source” because “Tiversa was benefiting commercially from the fact that
the FTC was investigating the companies that Tiversa itself referred to the FTC,” thus opening
up the possibility that “Tiversa manipulated the FTC in order to enrich themselves”); 16 C.F.R. §
3.42(c) (stating that the administrative law judge “shall have the duty to conduct fair and
impartial hearings, to take all necessary action to avoid delay in the disposition of proceedings,
and to maintain order”); cf. In re ECM BioFilms, Inc., No. 9358, 2014 FTC LEXIS 63, at *13-14
(F.T.C. Mar. 21, 2014) (sanctioning complaint counsel for violating discovery obligation).
LabMD has stated for years, which Complaint Counsel’s Motion now confirms, that FTC
never questioned or confirmed how Tiversa obtained the 1718 File.3 The only document
produced by the government “proving” that the 1718 File was found somewhere other than a
LabMD workstation is CX-19, a one-page document containing nothing but four typed IP

3

Complaint Counsel characterized its “rebuttal discovery” as a response to an “unanticipated,
eleventh-hour attack on the information provided by Tiversa during discovery.” See Complaint
Counsel’s Mot. at 7 n.6. This characterization is contrary to the record. From the start of this
case, LabMD has argued that Tiversa stole the 1718 File directly from a LabMD workstation in
violation of Georgia law. See O.C.G.A. §§ 16-9-93(a)-(c). Yet FTC never checked to see if this
was true as it was required to do, for if LabMD was correct, then FTC could not rely on the 1718
File or any derivative evidence to investigate or sue LabMD. See Atlantic Richfield Co. v. FTC,
546 F.2d 646, 651 (5th Cir. 1977) (“If the FTC act[ed] improperly or illegally in obtaining
evidence for the adjudicative proceeding ... [Respondent] should be entitled to have any evidence
so obtained – as well as its ‘fruits’ – excluded from the proceeding or to obtain a reversal of any
adverse judgment founded upon improperly admitted ‘tainted’ evidence.”); Knoll Associates,
Inc. v. FTC, 397 F.2d 530, 537 (7th Cir. 1968) (remanding case to FTC with instruction to
reconsider evidence without documents and testimony given or produced by or through witness
who stole materials from respondent); see also Rochin v. California, 342 U.S. 165, 172-74
(1952).
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addresses created by Richard Wallace sometime in or about October, 2013 – after FTC already
issued its administrative complaint. Mr. Wallace, though listed on FTC’s own witness list, is
now a government target because his testimony may contradict Tiversa’s story.4
For his part, Tiversa CEO Boback (FTC’s key fact witness) has given conflicting
testimony regarding the most critical issues surrounding the 1718 File, including how CX-19 was
prepared, whether Tiversa searched for File 1718’s hash, whether Tiversa downloaded files to
find the 1718 File, whether Tiversa searched P2P networks or its own system to find the 1718
File, whether Tiversa spoke with FTC specifically about LabMD, whether the 1718 File escaped
via a thumb drive, and whether Tiversa found the 1718 File at four IP addresses.5
Given that FTC’s case flowed from the 1718 File, given that theft of the 1718 File from a
LabMD workstation was a crime, and given that Tiversa’s financial interest in government
enforcement action was open and obvious, it was vital (even self-evident) that FTC have
independently corroborated the 1718 File’s origin before it began its nearly five-year assault on
LabMD. Yet, Complaint Counsel admits that it never did so. This means, among other things,
that FTC never had any basis for claiming that the alleged “availability” of the 1718 File
suggested improper data security practices.6

4

Ostensibly to protect privacy, Complaint Counsel raises issues relating to Mr. Wallace’s
personal medical and employment information (presumably obtained from his former employer
Tiversa), simply because Mr. Wallace might testify as to the true origin of the 1718 File
(something Complaint Counsel never checked) and to facts that might cast Tiversa and
Complaint Counsel in an unfavorable light. See Complaint Counsel’s Mot. at 7-8 & Ex. E at 5.
In other words, to protect Tiversa, Complaint Counsel cynically smeared Mr. Wallace. The
irony of the government’s conduct is biting.
5
Compare, respectively, CX-703 (excerpts of Deposition Testimony of Robert Boback dated
Nov. 21, 2013) at 50-51, 60-64; 40; 73; 9; 141-42; 112-15; 50, with RX-541 (excerpts of
Deposition Testimony of Robert Boback dated June 7, 2014) at 22, 29; 94; 67, 74, 80; 82; 61-62;
29; 81-82.
6
Indeed, FTC’s actions throughout this litigation have demonstrated a lack of concern for factual
accuracy and more interest in protecting Tiversa’s credibility. See Tr. at 1276-78 (June 12,
5
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FTC repeatedly has refused to reveal the full extent of its collaboration with Tiversa. It
seems, however, that the relationship was and remains quite close. See Ex. 1 at 3. For
example, during Complaint Counsel’s opening statement, Alain Sheer had the following
colloquy with the Court:
JUDGE CHAPPELL: Is [Tiversa] a non-government-affiliated entity?
MR. SHEER: It is.
JUDGE CHAPPELL: Not funded by taxpayer money in any way?
MR. SHEER: It is not.
Tr. at 16-17 (May 20, 2014). However, a simple internet search reveals that Tiversa does indeed
receive taxpayer money. See usaspending.gov (enter “Tiversa” in the search field). Chairman
Issa said during a July 24, 2014 OGR hearing that the “CIA … paid Tiversa at one point.” The
Federal Trade Commission and Its Section 5 Authority: Prosecutor, Judge and Jury, YOUTUBE
(July 24, 2014), https://www.youtube.com/watch?v=EIjpToLay7w#t=9271. Boback testified
that Tiversa received a contract with the Transportation Security Administration and acted as a
sub-contractor on a classified contract. RX-541 at 14-15; RX-541 at 64. Boback further testified
that Tiversa received funds from the Federal Bureau of Investigation as an informant on child
pornography cases, in the hope that it “would lead to a larger contract.”7 RX-541 at 64-65, 107.
The evidence shows FTC worked with Tiversa to maximize opacity. Boback testified
that Tiversa created the Privacy Institute while working with FTC to transfer information,
2014) (admonishing FTC’s lack of candor for failing to inform the Court of relevant, highly
probative evidence); Complaint Counsel’s Mot. at 4 (seeking evidence to protect Tiversa by
establishing Mr. Wallace’s alleged bias against his former employer).
7
The FBI has also contracted with Tiversa to spy on Swedish servers downloading information
on P2P networks. Alexa O’Brien, 2011-01-20 Bloomberg Discloses FBI Contractor Admits to
Spying on Swedish, WLCentral (Jan. 20, 2011), http://wlcentral.org/node/1002. Once again,
Tiversa has made dubious claims based on its searches by asserting that certain Swedish
computers were involved in Wikileaks. Id.
6
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including the 1718 File, to FTC. See CX-703 at 142-43; RX-526 at 16-17 (FTC’s Amended
Response to RFA No. 20); Ex. 1 (describing the Privacy Institute as “an entity Tiversa created
for the specific and sole purpose of providing information to the FTC”). While FTC and
Complaint Counsel were aware of, if not directly complicit in, this highly irregular and improper
arrangement, LabMD did not learn the truth until November, 2013, during Mr. Boback’s
deposition. See CX-703 at 142-43. According to Boback, the Privacy Institute (based in his
uncle’s home), CX-541 at 43, was constructed to protect Tiversa’s commercial interest by
“creat[ing] distance” and “funnel[ing]” the CID to a third party. CX-703 at 142-43.
Also, at all times relevant, Complaint Counsel and FTC knew that Tiversa had a financial
interest in an enforcement action against LabMD. As Mr. Boback said, many companies facing
FTC enforcement actions have become Tiversa clients, proving that FTC actions are very
lucrative for that company. See Jaikumar Vijayan, FTC Seeks Extensive Information from Firms
Being Investigated for P2P Breaches, ComputerWorld (Feb. 25, 2010), available at
http://www.computerworld.com/s/article/9162560/FTC_seeks_extensive_information_from_
firms_being_investigated_for_P2P_breaches. In fact, FTC announced in 2010 that it notified
“almost 100 organizations” that their personal information was available on peer-to-peer
networks. Ex. 1 at 2 (citing Press Release, Widespread Data Breaches Uncovered by FTC Probe
(Feb. 22, 2010)). “The timing of the Privacy Institute’s production of negative information on
‘roughly 100 companies’ to the FTC, and the FTC’s subsequent announcement that it notified
‘almost 100 organizations’ that they were under FTC scrutiny, creates the appearance that the
FTC relied substantially on the information that Tiversa collected and provided.” Id. Tiversa’s
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financial self-interest in an action against LabMD should have led FTC, and the lawyers
investigating the case, to take extra care.8
On January 10, 2012, LabMD challenged FTC’s civil investigative demand to the
company. LabMD’s Petition to Limit or Quash the Civil Investigative Demand, FTC File No.
1023099 (Jan. 10, 2012). LabMD argued that Tiversa illegally downloaded the 1718 File with
the support of federally-funded researchers at Dartmouth College. Id. at 2-4. At that time,
LabMD did not know about the Privacy Institute or that FTC had failed to authenticate or
establish even the most modest of chain of custody for the 1718 File.
But LabMD did know Tiversa had tried to shake down LabMD for a $40,000
“remediation” contract before Tiversa turned over the 1718 File to Complaint Counsel. Tr. at
986-89 (May 27, 2014). For former Commissioner Rosch, this was enough. He questioned
Tiversa’s credibility, describing Tiversa as “more than an ordinary witness, informant, or
‘whistle-blower’” because it has a “financial interest in intentionally exposing and capturing
sensitive files on computer networks, and a business model of offering its services to help
organizations protect against similar infiltrations.” Dissenting Statement of Commissioner J.
Thomas Rosch, Petitions of LabMD, Inc. and Michael J. Daugherty to Limit or Quash the Civil
Investigative Demands, FTC File No. 1023099 (June 21, 2012). Commissioner Rosch therefore
recommended that the Commission not rely on evidence obtained from Tiversa, including the
1718 File, to “avoid even the appearance of bias or impropriety.” Id.
8

FTC has produced no documents confirming that the 1718 File was “found” outside LabMD
addresses other than CX-19, which, as noted supra, was created in or about October, 2013. RX541 at 22-23. However, one can only assume that FTC asked and Tiversa told FTC where the
1718 File had been “found” at some point between 2009 and Mr. Boback’s deposition in
November, 2013, and that FTC took Tiversa at its word. After all, if FTC believed or understood
that Tiversa had stolen the 1718 File, then surely it would have turned the weight of its
enforcement authorities against Tiversa and not against Tiversa’s victim, LabMD. For FTC to
do otherwise would mean that it actively sanctioned and rewarded criminal conduct in this case.
8
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LabMD cannot know what FTC told the Commission in reply to the motions to quash.
See 16 C.F.R. § 2.10(a)(4) (permitting staff to submit a reply ex parte). However, the
Commission’s decision, including Rosch’s dissent, show no indication that FTC disclosed its
failure to authenticate Tiversa’s story or to establish a chain of custody for the 1718 File. Nor
does it appear the Commission knew that FTC had colluded with Tiversa to funnel the 1718 File
through the Privacy Institute to protect Tiversa’s financial interests.
FTC, its officials and lawyers, had a heightened duty to act fairly and ethically in this
case and to disclose these things.9 See 5 C.F.R. § 2635.101(b)(5), (8), (14); 16 C.F.R. § 5.1
(cross-referencing executive branch-wide standards of conduct). Courts expect that federal
lawyers with prosecutorial powers will treat targets of government investigations fairly by
providing a “more candid picture of the facts and the legal principles governing the case.” See,
e.g., James E. Moliterno, The Federal Government Lawyer’s Duty to Breach Confidentiality, 14
Temp. Pol. & Civ. Rts. L. Rev. 633, 639 (2006). This heightened duty required first FTC and
later Complaint Counsel to conduct a detailed and diligent investigation of Tiversa and the 1718
File before proceeding against LabMD.10 See 16 C.F.R. § 2.4 (stating that FTC’s investigational
policy mandates the “just . . . resolution of investigations”). In any event, the facts show that
Commissioner Rosch’s concerns regarding bias and impropriety were well-founded.

9

“A government lawyer ‘is the representative not of an ordinary party to a controversy,’ the
Supreme Court said long ago in a statement chiseled on the walls of the Justice Department, ‘but
of a sovereignty whose obligation ... is not that it shall win a case, but that justice shall be
done.’” Freeport-McMoran Oil & Gas Co. v. FERC, 962 F.2d 45, 47-48 (D.C. Cir. 1992)
(quoting Berger v. United States, 295 U.S. 78, 88 (1935)). Thus, “a government lawyer has
obligations that might sometimes trump the desire to pound an opponent into submission.” Id. at
48.
10
Failure to conduct a well-reasoned investigation is grounds for a court to remand to the agency
sua sponte. See Igonia v. Califano, 568 F.2d 1383, 1387 (D.C. Cir. 1977) (finding judicial
review impossible because the agency did not conduct a diligent investigation supported by
corroborating evidence).
9
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Similar concerns are at the heart of OGR’s investigation of FTC’s relationship with
Tiversa, which is apparently only one part of a much broader inquiry.11 According to Chairman
Issa, with respect to FTC and this case, it was not for OGR to “second guess” the Section 5
authority that Congress had given FTC. However, OGR was well within its bounds to ensure
that FTC puts parties on notice of its expectations and holds the proper parties accountable: “We
need to find out if they [FTC] are targeting the culprit or victim, and what information the
agency is considering to be a reliable basis…[for] inquisitions into the activities of American
companies.” See Allison Grande, LabMD Says FTC, Witness Conspired in Data Security Suit,
Law360 (July 24, 2014, 6:37 PM ET), http://www.law360.com/articles/560525/labmd-says-ftcwitness-conspired-in-data-security-suit (reporting testimony from both LabMD and an AIDS
clinic of Tiversa’s shake-down followed by FTC action); The Federal Trade Commission and Its
Section 5 Authority: Prosecutor, Judge, and Jury: Hearing Before the H. Comm. on Oversight &
Gov’t Reform, 113th Cong (July 24, 2014) (statement of David Roesler, Executive Director,
Open Door Clinic of Greater Elgin), available at http://oversight.house.gov/wpcontent/uploads/2014/07/Roesler-OpenDoor-Statement-7-24-FTC1.pdf.
This Court must protect the integrity of Commission proceedings: “An administrative law
judge [ALJ] has both the authority and the duty to control an adjudicative proceeding so as to
ensure a fair and impartial hearing.” See, e.g., In re Intel Corp., No. 9288, 1999 FTC LEXIS
215, at *4 (F.T.C. Jan. 8, 1999) (citing 16 C.F.R. § 3.42(c), which grants the ALJ “all powers
11

Among other things, OGR is evaluating whether to take a vote on granting immunity to
Richard Wallace. Despite the pendency of that process, Complaint Counsel recently filed a
motion seeking to require Respondent’s Counsel to file a Rule 3.39 request for an order requiring
Richard Wallace to testify and granting immunity. Compl. Counsel’s Mot. for Order Requiring
Resp’t’s Counsel to File a Rule 3.39 Request or Resuming the Evidentiary Hr’g (Aug. 5, 2014).
Complaint Counsel therefore refuses to wait a matter of weeks for Congress to return from recess
and complete its evaluation of this same issue, even though Complaint Counsel previously was
content to sit on an inadequate investigation for over three years.
10

PUBLIC
William A. Sherman, II
Dinsmore & Shohl, L.L.P.
801 Pennsylvania Ave., NW, Suite 610
Washington, D.C. 20006
Telephone: 202.372.9120
Fax: 202.372.9141
Email: reed.rubinstein@dinsmore.com
Counsel for Respondent, LabMD
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UNITED STATES OF AMERICA
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OFFICE OF ADMINISTRATIVE LAW JUDGES
____________________________________
)
In the Matter of
)
)
LabMD, Inc.,
)
a corporation,
)
Respondent.
)
)
____________________________________)

Docket No. 9357

[PROPOSED] ORDER GRANTING RESPONDENT LABMD, INC.’S
MOTION FOR SANCTIONS
Having considered Respondent LabMD, Inc.’s Motion for Sanctions and all supporting
and opposition papers, and good cause appearing, it is hereby ORDERED that:
(1) Respondent’s Motion is GRANTED;
(2) This case is dismissed with prejudice; and
(3) Respondent is entitled to attorneys’ fees and costs in an amount to be determined
following briefing by the parties.

ORDERED:
D. Michael Chappell
Chief Administrative Law Judge
Date:
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CERTIFICATE OF SERVICE
I hereby certify that on August 14, 2014, I filed the foregoing document electronically
using the FTC’s E-Filing System, which will send notification of such filing to:
Donald S. Clark, Esq.
Secretary
Federal Trade Commission
600 Pennsylvania Ave., NW, Rm. H-113
Washington, DC 20580
I also certify that I delivered via electronic mail and priority mail a copy of the foregoing
document to:
The Honorable D. Michael Chappell
Chief Administrative Law Judge
Federal Trade Commission
600 Pennsylvania Ave., NW, Rm. H-110
Washington, DC 20580
I further certify that I delivered via electronic mail a copy of the foregoing document to:
Alain Sheer, Esq.
Laura Riposo VanDruff
Megan Cox
Margaret Lassack
Ryan Mehm
Division of Privacy and Identity Protection
Federal Trade Commission
600 Pennsylvania Ave., N.W.
Mail Stop NJ-8122
Washington, D.C. 20580

PUBLIC
CERTIFICATE OF ELECTRONIC FILING
I certify that the electronic copy sent to the Secretary of the Commission is a true and
correct copy of the paper original and that I possess a paper original of the signed document
that is available for review by the parties and the adjudicator.
Dated: August 14, 2014

By: /s/ Robyn N. Burrows
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